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1
Decision/action requested

Discuss the prioritization of work and which topics we will address in phase-2 of 5G
2
Rationale

In order to prioritize the work on 5G, the cosigning companies provide this discussion document. The purpose is to get to an agreement of work to be done in phase-2 of 5G.

3
Detailed Discussion
3.1
GBA and BEST-like services for IoT and for over the top providers
One of the assets of the new 5G core system is that it is a service based architecture, which should allow for easier addition of services. One of these types of services could be authentication and identity providers for IoT and over the top players.

In S3-18xxxx China Mobile presents a SID that proposes services like GBA and BEST for 5G. Addition of such services are important for operators. An important aspect of this SID is that it proposes to decouple the procedures from the actual transport so that new protocols can easily be added. Particularly the latter bit is important because it gives the operator an option to become an identity and authentication provider for IoT and for over the top services. The cosigning companies find that this topic should have priority. 

Proposal: Generalize and Accept SID

3.2
Improvements to better protect the network

With the increase in number of devices that connect to the 3GPP network, an increased risk of signalling storms and denial of service attacks is also present. This topic was briefly discussed in the TR, but was dismissed because in LTE mechanisms already exist to control overload and the 5G system first needed to include congestion control measures before other contols could be studied. Another reason not to pursue it was because it is expected to become a problem only later when there are more devices attaching to 5G.
The source companies of this paper believe that SA3 should study how maliciously behaving devices can be dealt with in the 5G network. Such a study would focus on which mitigating actions a network could take to reduce the impact of an ongoing attack. In particular, the study could focus on where in the network detection can take place, how the network can take action, and whether new signalling is necessary to the UE. It would need further discussion whether detection algorithms would also need to be studied and whether new interfaces are necessary to interface with security products. The timing for the study would be the phase-2 time frame.
Proposal: Agree that this topic needs to be studied.
3.3
Massive MTC, Personal Area Networks, and UICC-less devices

One of the use cases of 5G is the addition of more and more devices, both in massive IoT context, in the context of personal area networks, and in the context of devices behind 3GPP gateways. There is a need to identify these devices and there may be a need to authenticate these devices in a resource efficient way. In our view, there are a number of different scenario’s that are to be dealt with differently:

-
Identification of devices behind a 3GPP gateway, such as a 5G Home Gateway or a step counter that is tethered through a smartphone. The first type of devices seems to be in scope of the 5WWC SID proposed to this meeting, the second type is not yet dealt with and there is no need to deal with this type either.
-
Identification of users across devices aided by 5G network. This is a topic that is within the scope of the SA1 SID LUCIA, and which needs to be addressed after SA1 has finished their work. There is no need to start a SID on this topic at this point in time.
-
Authentication of devices without UICC. Types of devices would include step counters, health sensors, etc. that are currently using tethering via a smartphone for their connectivity. Because these devices don’t have a UICC and therefore don’t have credentials, it is currently not possible for these devices to connect to the 5G network. Future use cases may exist where these devices are still allowed to have some sort of connectivity based on a credential stored on a UICC that does not reside in the same devices. At this point in time, however, it seems no requirement for access of these devices is present in SA1, so there is no need to study this at this point in time. 

-
Authentication of mMTC. One of the challenges for 5G is to deal with an increase in number of devices. Even though it is acknowledged that this may be a challenge, there is no urgency to deal with this problem now because existing authentication mechanisms suffice.
Proposal: Agree that there is no need to study any of the above in phase-2 of 5G, apart from what is studied in 5WWC SID.
3.4
Further improvements to 5G Security Architecture
Within the topic of further improvements of the 5G security architecture there are a number of topics identified:

-
Improving IPX and SBA security further. The present solution for IPX security does not yet meet the requirements set by the GSMA DESS group. During phase-2 the solution should be finalized and meet most of the GSMA DESS requirements, in particular the authorization and authentication of changes by intermediary nodes. For SBA security inside a single core network, the phase-2 work should focus on improving the authentication and authorization of the services, rather than just relying on TLS.

-
Access network independent user plane security. With the addition of more and more access networks, a need for access network independent encryption and integrity protection of the user plane should be studied. One place where this can be studied is within the context of the 5WWC SID to enable security from the home gateway to the 5G core network. It is proposed to first study this within only the 5WWC context and later study the extension of these mechanism to 5G RAN as well. For the latter, the impacts on RAN should be properly understood.
Proposal: Agree that IPX and SBA improvements should be studied within the scope of 5G phase-2 and that access network independent user plane security should be studied with in the context of 5WWC.

4.
Text for agreement
Proposal: Generlize and Accept SID by China Mobile on GBA and BEST-like services for 5G for phase-2 of 5G.

Proposal: Agree that better protecting the 5G network from the consequences of maliciously behaving devices should be studied during phase-2 of 5G.

Proposal: Agree that there is no need to study identification and authentication of UICC-less devices, apart from what is studied in 5WWC SID within the scope of 5G phase-2.

Proposal: Agree that there is no need to study authentication of mMTC during phase-2 of 5G.

Proposal: Agree that IPX and SBA improvements should be studied within the scope of 5G phase-2 and that access network independent user plane security should be studied with in the context of 5WWC.

